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ABSTRACT 

 
ARTICLE INFO 

The use of physical documents is inconvenient and inefficient in todays world, 

which motivates us to move towards the use of digital documents. Digital 

documents can solve many problems of inefficiency of data management but 

proving their authenticity and verifying them is still a problem. This paper 

presents a solution for this problem using text ex-traction, digital signatures 

and a correlation score for a set of documents. The paper discusses the 

impacts and advantages of the proposed technologies against other possible 

technologies that could serve the same purpose. 
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I. INTRODUCTION 

Use of physical documents is cumbersome, and 

the world is moving towards the use of digital 

documents. Digital documents are convenient to use, 

but proving their authenticity is often a problem. Since 

there is no common protocol to validate and verify 

digitized documents, the process of analysing the 

documents in private and government institutions is 

difficult.  

If there is a mechanism to verify the authenticity 

of documents and to validate the authenticity and 

content of the documents, it would facilitate users to 

manage their digital documents. Using a score to 

determine how much a document is validated and how 

much a set of documents relate to a user, can be useful. 

It would provide an alternative support for the user to 

determine whether to trust the document or not. This 

paper discusses a proposed solution for the above 

mentioned problems.  

II. MOTIVATION BACKGROUND 

In countries like Sri Lanka, the document verification 

pro-cess is still based on printed documents. The  

 

document may be subjected to a process of verification 

by an authority by using a signature, and this process 

has proven to be time consuming and cumbersome. 

Later if there is a need for an-other verified copy of the 

same, the whole process has to be repeated, or a copy 

of the document has to be verified again by another 

party. In addition to these difficulties, sometimes the 

fraudulent activities that are followed by certain 

citizens lead to doubtfulness of the authenticity of the 

content of the documents.  

This is the problem that is addressed in this paper, 

and a solution architecture and an execution model are 

proposed, which can be used to verify documents 

incorporating digital signatures and document 

correlation factors. This will pro-vide a convenient and 

reliable way of document verification, which will 

benefit organizations, authorities as well as Sri Lankan 

citizens. 
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Figure 1: Work Flow Diagram. 

 

III. LITERATURE REVIEW 

 

One of the major issues of the usage of digital 

documents is the blurred and non-transparent process 

of verification. Digital documents are more prone to 

changes, both intentional changes and mistakes. To 

overcome this issue, people have been trying various 

methods and schemes. One of the well-known schemes 

is digital signatures with a public key infrastructure. A 

valid digital signature ensures three major security 

requirements for a digital document namely 

authenticity (document was created by a known 

sender), non-repudiation (sender cannot deny having 

sent the document),and integrity (document has not got 

altered in transit). 

 

IV. ADOBTED ALGORITHM 

 

Biometric Fingerprint Biometric fingerprint is a 

personal authentication technique based on their polar 

fingerprint. Fingerprint authentication techniques have 

a little possibility to being attacked by someone who 

did not have an access to the privacy. This technique 

was safe and cannot be attacked by others because 

 

 

everyone has different fingerprint polar pattern though 

they are a twins. Fingerprint authentication allows 

people to verify them self with simply process. People 

only need to put their fingerprint into fingerprint 

scanner when they want to authenticate themselves. 

This technique assumed better than authentication 

technique such as password, PIN, or token that 

requires people to remember many word and counts. 

 

RFID Tag-Reader 

A radio-frequency identification system uses tags, or 

labels attached to the objects to be identified. Two-

way radio transmitter-receivers called interrogators or 

readers send a signal to the tag and read its response. 

RFID tags can be either passive, active or battery-

assisted passive. 

Advanced Encryption Standard (AES) 

AES is an algorithm which one of the functions is for 

en-cryption and decryption . AES is an algorithm for 

doing symmetric cryptography. Thats mean, AES can 

encrypt and decrypt file with single key. AES has 3 

variants of key length, they are 128 bit, 192 bit, and 

256 bit. But, data block length of AES was fixed 

became 128 bit. Every key length of AES has a 

different iteration round. AES with 128 bit key length 

have 10 total several rounds, AES 192 bit key length 

have 12 total several rounds, and 256 bit key-length 

have 14 total several rounds . 

Biometric 

Biometrics is the measurement and statistical analysis 

of peoples unique physical and behavioural 

characteristics. The technology is mainly used for 

identification and access control, or for identifying 

individuals who are under surveillance. 
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Figure 4: System Architecture. 

 

 
Figure 5: ESP8266 

 

The ESP8266 is a low-cost Wi-Fi microchip with full 

TCP/IP stack and microcontroller capability produced 

by manufacturer Espress if Systems in Shanghai, 

China. The chip first came to the attention of western 

makers in August 2014 with the ESP-01 module, made 

by a third-party manufacturer Ai-Thinker. This small 

module allows microcontrollers to connect to a Wi-Fi 

network and make simple TCP/IP connections using 

Hayes-style commands. However, at first there was 

almost no English-language documentation on the chip 

and the commands it accepted. The very low price and 

the fact that there were very few external components 

on the module, which suggested that it could 

eventually be very inexpensive in volume, attracted 

many hackers to explore the module, chip, and the 

soft-ware on it, as well as to translate the Chinese 

documentation. The ESP8285 is an ESP8266 with 1 

MiB of built-in flash, allowing for single-chip devices 

capable of connecting to Wi-Fi. 

The successor to these microcontroller chips is the 

ESP32,released in 2016. 

* Features: 

1. Processor: L106 32-bit RISC microprocessor core 

based on the Tensilica Xtensa Diamond Standard 106 

Microrunning at 80 MHz 

2. Memory: 32 KiB instruction RAM, 32 KiB  

instruction cache RAM, 80KiBuser-data RAM, 

16KiBETS system-data RAM, 

3. External QSPI flash: up to 16 MiB is supported (512 

KiB to 4 MiB typically included) 

4. IEEE 802.11 b/g/n Wi-Fi 

5. Integrated TR switch, balun, LNA, power amplifier 

and matching network 

6. WEP or WPA/WPA2 authentication, or open 

networks 

7. 16 GPIO pins 

8. SPI 

9. IC (software implementation)[6] 

10. IS interfaces with DMA (sharing pins with GPIO) 

11. UART on dedicated pins, plus a transmit-only 

UART can be enabled on GPIO2 

12. 10-bit ADC (successive approximation ADC 

V. CONCLUSION 

The need for a better solution for document 

verification in the context is clear and expanding. With 

the advancement in the use of digital documents, 

document verification has a very good potential to 

grow in many directions. Document Digitization has 

proposed and successfully implemented a solution that 

uses Fingerprint and RFID Tags, text extraction and 

document correlation to address the aforementioned is-

sue. The system is deployed, and the API stack is 

available online and the system has successfully 

achieved the functional and non functional 

requirements. The following future contributions are 

potential gateways that could take the sys-tem to the 

next level. 

Language support 

Currently, Document Digitization supports only 

English documents. 
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Data Extraction 

The scope of the current system limits the input 

documents of the system by allowing only text-based 

pdf documents. One of the future updates is to support 

multiple text files, and another major update is to 

support image processing and OCR to extract data 

from image files. Another limitation of the system is 

the use of predefined document templates that map the 

extracted data of the input document to information in 

machine-readable format. The current system could be 

further supported by an intelligent system that would 

automate the template formation or allow users to 

define their own templates. 

Encryption Decryption 

In encryption and decryption, the choices of key-

length influence the file size of encrypted file and also 

the long-time of encryption process. Fingerprint 

program for smartphone can be used to authenticate 

user. The user id of fingerprint can-not be reach 

because its stored on a secure system of smart-phone. 

Fingerprint on smartphone can perform encryption and 

decryption process by connected to the server and call 

the PHP program functions. In this system, fingerprint 

is as a medium to perform the process of encryption 

and decryption and create a signature on the document. 
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